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BENCHMARKING AGAINST YOUR REGION
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CTI Lab Completion

mean time  
to Detect:

100 min

mean time  
to escalate:

50 min026 21% 18% 

You Mean Time to Detect and Mean Time to  
Escalate ae cuentl at an aeae leel

This means your team is identifying and escalating 

threats at a standard pacebut in todays fast-

moving threat landscape, average isnt enough. 

The longer it takes to detect and escalate, the 

greater the window for attackers to eploit 

vulnerabilities.

As threats continue to evolve in speed and 

compleity, even minutes can be the dierence 

between a contained incident and a maor breach. 

Accelerating your response times will significantly 

enhance your overall resilience and readiness.

45% 

The overall performance score of 26/100 highlights 

a significant opportunity for improvement, 

primarily driven by low user engagement with the 

CTI Labs. These labs are created to test your teams 

against threats happening in real-time.

A low completion rate and slow response time can 

raise potential questions about how responsive 

your teams are to new threats. The key challenge is 

to translate high potential into broad, timely 

participation.
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Technical skills are essential to defend your organiation against oth 

internal and eternal cyer threats To stay resilient your orkforce must 

continuously sharpen their capailities to keep pace ith the evolving 

threat landscape

This section uses measurale evidence to prove your teams eectiveness 

in oth oensive and defensive cyersecurity It highlights current 

strengths uncovers skill gaps and provides actionale recommendations 

to help close those gaps and strengthen your overall security posture



mitre att&ck total

coverage 

56%
5%

our team covers 5 of key techniques
hile  techniques have depth 5 users 

each there remains a signicant opportunity 
to broaden your defensive capabilities against
a ider range of threats

Score Over Time
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0%
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104
Techniques have been 

completed by 5 or more people

22%

25% 

High

10%
Above industry 
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50%

6%

75% 100%

Medium

50 10%

Out of the 137 techniques are 

covered by your organization

ecutive eadiness ack    5



Upskilling Engagement Skills growth

068 Increased 
Scores (Users)

30
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Unchanged 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20
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05
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0

5%

Your overall performance score of 68/100 

indicates a strong foundation with several key 

successes, particularly in program adoption 

and skill development. 

Nearly your entire team has engaged with 

the upskill labs, and users demonstrate  

significant improvement between their first 

and latest attempts.
he increased, unchanged, and decreased scores show how many users scores diered or didnt change from 

the previous time they were assessed. You can track this metric to ensure youre seeing your technical sta 

get better over time. his will ultimately lead to an increase in your resilience score.
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compliance: Performance Analysis
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compliance: Recommendations
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OWASP top 10 Completion

022 0

9%

verall performance is low primarily due  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comprehensive trainin collection 

our score of  and the etremely low 
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Score Over Time

June

May

April

March

February

January

0%

LOW

012%
Software developers have completed  

the whole collection

25% 

17%

50% 75% 100%

LOW

-51%
Below industry benchmark 16%

ecutive eadiness ack    



coding language
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19%

evelopers are significantly more willing to 
engage with targeted languagespecific 
contenthile still below the benchmark the 
score of  is much better and a maority 
of developers  out of   have 
completed these modules
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Container 7 is Immersies home or technical research threat intelligence 

and expert-led insight Its where our most experienced practitioners - 

leaders in oensie and deensie securit cloud application securit and 

cer threat intelligence - come together to share discoeries pulish 

responsile disclosures and explore the latest adersar techniues

In this section well tae a loo at current and emerging threats that could 

directl impact our industr and region 



Meet The C7 Team

Max Vetter

Kev Breen

DAVE SPENCER

Kev Marriott

Matt Parven

Chris Wood

Ben McCarthy

Current and 

Emerging Threats

Artificial Intelligence:

Access Brokers:

Extortion Tactic Changes:

https://www.linkedin.com/in/max-vetter-6733b721/
https://www.linkedin.com/in/kevbreen/
https://www.linkedin.com/in/davespencer/
https://www.linkedin.com/in/kev-marriott-cism-b9b273239/
https://www.linkedin.com/in/chris-wood-01634429/
https://www.linkedin.com/in/ben-mccarthy-77b349111/
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current and emerging threats: Recommendations
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  2

01
Increase MITRE ATTACK  

Coverage from 56% Total  

Coverage to 62%

This will increase your resilience score and 

score you much higher in the industry 

benchmarking.

02
Increase the number of people  

who have completed 100  

techniques from 5 to 8 

This will increase your resilience score while 

also ensuring more of your staff are 

equipped to deal with threat actors  

tactics and techniques.

03
Complete one workforce exercise 

covering at least 65% of your  

non-cyber workforce. 

Your workforce is one of your most 

important assets, and with over 65% of 

breaches starting with the human element 

within an organization, they need to be 

aware of techniques posed by groups like 

Scattered Spider.

04
Increase your specific language  

adoption of application security  

labs from 34/67 to 45/67

Vulnerable code is one of the other largest 

attack vectors after phishing. Completion 

of application security labs ensures your 

teams know how to implement robust  

and secure code, leading to less security 

bugs and less of an attack surface for  

your organization.
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