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The executive playbook for
iImpact-based crisis response

In today’s RAID (Relentless, Accelerated, Interconnected, and Dynamic)
Landscape, crisis management is no longer a localized operational duty;

it is a board-level strategic imperative. Al is accelerating how organizations
operate and how quickly risk can become operational, while geopolitical
tensions can trigger cascading disruptions across global supply chains and
critical infrastructure.

The global cost of cybercrime is staggering, but the risks go far beyond
malware. To command the RAID Landscape, organizations must understand
the implications of each RAID pillar.
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BE RAID READY

Relentless,
Accelerated,
Interconnected,

Dynamic.
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RELENTLESS:

ACCELERATED:

INTERCONNECTED:

DYNAMIC:

Threat actors are industrialized and operate 24/7; crisis events occur anytime, anywhere.
Annual compliance checks are no longer sufficient.

Al-powered threats and Al-enabled workflows move faster than ever, compressing attack
paths and shrinking the window for executive decision-making.

A single compromised endpoint or a vulnerable third-party vendor can trigger a cascading
firm-wide physical and digital crisis. Geopolitical tensions half a world away can indirectly
disrupt you business given our interconnected economy.

The enterprise risk environment is alive and constantly evolving. Threats extend far beyond
malicious cyber actors to include severe weather, supply chain collapses, geopolitical shifts,
and Al-accelerated risks. This unpredictable reality means static, slide-driven training aRnd
infrequent tabletop exercises cannot prove teams and leaders can perform under pressure.
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Prepc _E_.gfc-lo.ﬁ--_rjéq:u ires a collaborative, unified effort across .falll.._'!-e.:;;éllé'
leadership. Grounded in global standards such as ISO 22361 (Crisis Man:

and the NIST Cybersecurity Framework, this document serves as a gu|defo

C-suite to understand their roles, refine decision-making under extreme pressure,

and leverage the Immersive platform to build all-hazards resilience that is
exercised, measured, and proven—not assumed.
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A crisis challenges an organization beyond its
coping capacity, threatening its viab
stakeholders. Traditional crisis prepa
attempting to predict and plan for e
But in a volatile environment —
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The strategic imperative:
all-hazards and impact-
based planning

The Shift: impact-based planning

While threat-specific playbooks remain vital for regulatory compliance,
security and risk management leaders must elevate their overarching strategy
to an impact-based model. To build true resilience, organizations must adopt
an All-Hazards approach. This means preparing a foundational response
structure capable of handling any extreme disruption. It is vital to understand
the distinctions and, more importantly, the commonalities between digital and
non-digital crises:
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THE DISTINCTION:

Cyber/digital crises (e.g., ransomware, destructive wiper malware) originate in the technology stack and often
involve malicious, active adversaries deliberately trying to outmaneuver your defenses. Non-cyber/physical crises
(e.q., natural disasters, physical supply chain failures, geopolitical conflicts) originate in the physical world and
often require immediate life-safety considerations and physical logistics.

THE COMMONALITIES:

Regardless of the trigger, the impacts are often identical. Both a severed undersea internet cable (physical) and a
massive ransomware attack (digital) result in catastrophic IT downtime. Both a rogue executive scandal and a
'major-_doto privacy breach result in severe reputational damage, requlatory scrutiny, and financial loss.

: TRANSI_TI_O_NING TO IMPACT-BASED PLANNING SIMPLIFIES ESCALATION DECISIONS.

£ If _yo'uf I_eader_ship team is_prepqréd to handle severe communications disruptions, financial hemorrhaging, or

X ’ce’chnology outages, they establish a universal foundation of resilience. This ensures the organization survives the
- initial shock, giving leadership the bandwidth to navigate the unique, origin-specific complexities of the threat,

. whether that is a natural disaster or a targeted cyberattack.

- Q immersiveone
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The psychology
of executive
decision-making
under pressure

During a crisis, executives face extreme psychological
pressures, high levels of uncertainty, and an abundance
of incomplete information.

The C-suite must recognize that crisis decision-making is fundamentally
different from day-to-day operations and often involves facing high-stakes
scenarios, or “wicked problems,” where there are no perfect solutions, only
calculated trade-offs that require absolute executive alignment.

J
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NAVIGATING
DILEMMAS:

COMBATING
DECISION
PARALYSIS:

MANAGING
COGNITIVE
BIASES:

ESTABLISHING
PSYCHOLOGICAL
SAFETY:

Crisis decisions often involve moral hazards where there are no
perfect answers, only "better" or "worse" outcomes (e.g., paying
a ransom to save lives vs. funding terrorism).

Uncertainty can block or delay teams from implementing
decisions due to the fear of accountability with hindsight. Doing
nothing can be perceived as less blameworthy, but failing to act
is often the most damaging choice.

Executives cannot defeat psychological biases simply by
being aware of them. They must expose them through live-fire
simulations. By tracking decision-making pathways under
pressure, organizations can identify and actively counteract
anchoring bias, confirmation bias, and overconfidence with
objective data.

Leaders must foster a safe environment where team members
feel comfortable voicing concerns or challenging assumptions to
avoid dangerous groupthink.

MASTERING EXECUTIVE RESPONSE Q7



L

i o ey af L= L =1
B P ol = Lo ey | — —_—

o

(T8

-|l_r.|, l"‘

|

-

To command the RAID landscape, organizations cannot rely on theory; they
must operationalize their defense. The following ten actions are not just
planning steps, they are the required capabilities to counter a Relentless,
Accelerated, Interconnected, and Dynamic threat environment. Documenting
these actions is only step one; organizations should continuously exercise,
measure, and validate these capabilities under realistic pressure so readiness
is proven rather than assumed:_xO00B_
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Define Viability Thresholds: Systematically evaluate what specific failures (financial,
operational, or reputational) would put the firm's overall viability at risk.

faster activation of the Crisis Manogem_gnjc"
should be tested regularly thro_ugh___dyn.. e

Establish Alternate Communications: Plan for normal collaboration tools to be
compromised and secure out-of-band communication channels.
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EXECUTIVE ROLE: KEY CRISIS RESPONSIBILITIES & PREPARATION FOCUS:
. : . Acts as the ultimate Crisis Commander. Must prioritize the organization's core values, interface with the Board,
Chief Executive Officer (CEO) : . : : AT« ) )
lead the team's executive meetings, and make final calls on viability-threatening dilemmmas.

Assesses the financial impact of the crisis and response. Must prepare for liquidity funding issues, missed margin

o Mo
R O I e — S p e C I f I C Chief Financial Officer (CFO) payments, and the authorization of emergency contingency budgets.
° ° | ° |
C r I S I S re O I n e S S Translates technical realities into business risk. Must prepare to communicate containment status without jargon,

Ch'.ef L e iiel /ey manage the influx of threat intelligence, and advise the CEO on the technical feasibility of recovery options versus
Officer (CIO/CISO)
ransom payment.

Monitors the status, safety, and well-being of all staff. Must prepare for trauma counseling, fatigue management

Chief People Officer / HR for responders, and deploying "safe and well" procedures.

Provides real-time counsel on regulatory breach reporting, data privacy cross-border issues, and liability. Must

Legal & Compliance ensure the team understands how to operate under Legal Privilege.

Controls the creation and delivery of all internal and external messaging. Must prepare holding statements,

Head of PR / Communications . . . ) ] . .
/ monitor social media sentiment, and coordinate media relations.

Considers the operational impact on services and products. Must prepare to implement manual workarounds,

Business Line Heads . . . ..
manage client expectations, and balance commercial decisions.
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ILLUSTRATIVE EXAMPLE: THE ORCHID CORP CRISIS RESPONSE MODEL

To illustrate this architecture in action,
we leverage the Orchid Corp Strategic Response Model.
Orchid Corp is a fictitious, globally distributed enterprise
utilized within Immersive’s exercises.

( OI‘ChId COI‘p The Orchid Crisis Management Plan is designed to represent a proven, best-
practice structure that organizations can confidently adopt and adapt.

Establishing a three-tiered architecture on paper is essential for keeping
every responder in their proper lane, preventing the CEO fromm managing
firewall rules and stopping the SOC analyst from drafting press statements.

However, a documented structure is only theoretical until it is pressure-
tested. To ensure seamless communication and rapid decision-making
across the Strategic, Operational, and Tactical tiers during an actual event,
organizations must move from static planning to dynamic, continuous
validation—and use performance under pressure as evidence of readiness.

g

Q immerSiveOne MASTERING EXECUTIVE RESPONSE | 12



ILLUSTRATIVE EXAMPLE: THE ORCHID CORP CRISIS RESPONSE MODEL

01

The Strategic Team
(Executive/Board Level)

Obijective: Focus entirely on the What and the
Why. The Strategic Team is responsible for the
overall strategic direction, prioritizing
organizational viability, safeguarding
reputation, and setting the parameters within
which the lower tiers must operate.

Composition: C-Suite executives and key
senior leaders (with designated liaisons
responsible for reqular Board briefings).

Key Duties: Making enterprise-threatening
decisions (e.g., paying a ransom, halting global
operations), authorizing emergency budgets,
managing major stakeholder relations.

The Rule: The Strategic Team must remain
strictly hands-off regarding technical or
operational fixes.

Q immersiveone
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The Operational Team
(Management Level)

Obijective: Focus on the How. The Operational
Team translates the strategic intent set by the
Strategic Team into actionable plans and
coordinates the resources required to execute
them.

Composition: Department heads, regional
directors, and functional leads.

Key Duties: Developing the tactical action plan,
allocating resources to the Tactical teams,
managing inter-departmental conflicts,
determining operational workarounds, and
filtering information up to the Strategic team.

The Rule: The Operational Team must act as
the filter, protecting the Strategic Team from
tactical noise, while ensuring the Tactical Team
has the specific resources it needs to execute.

03

The Tactical Team
(Responder Level)

Objective: Focus on the Doing. The Tactical tier
is the "hands-on" level where the physical or
digital work is executed to resolve the crisis.

Composition: Subject Matter Experts (SMEs),
front-line responders, engineers, SOC analysts,
and facility managers.

Key Duties: Executing the tactical plan (e.g.,
isolating infected servers, repairing physical
damage, patching vulnerabilities) and

reporting upward to the Operational Team.

The Rule: The Tactical Team must focus
exclusively on technical resolution and real-
time reporting, leaving all broader strategic
consequences and decision-making for the
Operational and Strategic teams to manage.

MASTERING EXECUTIVE RESPONSE | 13
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The Immersive approach:
proving resilience in o
lynamic world

Traditional crisis preparation has heavily relied on static, slide-
driven tabletop exercises spaced at arbitrarily timed intervails.

Because organizations are now operating in a continually evolving, all-hazards risk
landscape that extends far beyond cyber threats, legacy methods struggle to replicate
the speed, noise, and chaos of a real-world crisis. The result can be a readiness gap
where confidence outpaces demonstrated capability.

J
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THE IMMERSIVE APPROACH: PROVING RESILIENCE IN A DYNAMIC WORLD

Immersive turns organizational readiness into evidence the
business can use through a continuous PIBR model:

Prove:

Run live-fire, software-driven crisis
simulations featuring dynamic storylines,
real-time crisis feeds, and Al-driven actors.
Test whether teams and leaders can perform
securely and effectively under realistic
pressure.

Benchmark:

Align crisis response strategies against
global industry standards and frameworks
(such as ISO 22361 for Crisis Management
and the NIST Cybersecurity Framework),
peer context, and historical response
timelines to understand where readiness
stands and where it must improve.

Improve:

Use data-driven insights to identify gaps in
decision pathways and cross-functional
coordination, then turn those exposed gaps
into targeted improvement and repeatable
readiness.

Report:

Translate performance data into board-
ready evidence leaders can use to
demonstrate oversight, justify investment,
support requlatory conversations, and show
progress over time.

MASTERING EXECUTIVE RESPONSE 15




ntegration With Existing
ybs And Training Modules

CRITICAL RETURN POST-CRIS ' ) INTERLINKING
BUSINESS TO NORMAL REFL _Twlb
CONTINUITY OPERATIONS ECTION

pany has already completed a particular lab or collection

$ grate elements from
ation. Seamlessly connect these labs
ulations by incorporating Cyber Drills, which allow

arning and checks retention. Fc mple, after
Management 101, use a drill to how those

e i e i - ' PROVE, BENCHMARK, IMPROVE, REPORT

n the simulation to make it easy to integrate new labs or lab

E C t C ample, if a new module on environmental y &
GRITICAL RETURN il ; d ¢ se is introduced, it should be easy to integrate it g
BUSINESS TO NORMAL REFLECTION nt xisting simulations.
CONTINUITY OPERAT IONS e ;

RLD REINFORCEMENT

l-world eve directly related to specific labs or lab \ ;
f th lab on cybersecurity, a simulation based — ”

can help connect theoretical learning with

A structured and systematic approach to
exercising roles across the lifecycle of and
incident and/or crisis.

Benchmarking Against
Real-World Events

It's crucial to compare the results of your crisis simulations with The frdmework StrUCtureS exerCise prog rams to prGCtice

actual responses to real-world crises. This comparison serves as o o . . . .

e et by decision-making at the appropriate organizational level.

authenticity of your training exercises. S L . 5
S Its application tests and validates preparedness, enhancing

A benchmarking review should be conducted after your company

B s overall resilience by identifying opportunities for decision-

highly relevant to your organization. Alternatively, conduct an

IONS COMMUNICATIONS
L) (INTERNAL)

annual review, although it’s not necessary to review all

simulations each year - instead, select a sample of the highest- m(]king improvement Ond ClreCIS reqUiring gre(]ter COnﬁdence
risk or most pertinent scenarios at the time for review, 1 .
in processes, knowledge, or skills.

om | Copyright 2025 Immersive Labs. All rights reserved. 12 www.immersivelabs.com | sales@immersivelabs.com | Copyright 2025 Immersive Labs. All rights reserved. 13 I nformed by G nd O Iig ned With N IST 800-61 9 ISO 223 61 9 ISO
22301, 1ISO 27035 and ISO 27001

New After Action Reporting aligned to Crisis Exercising
Framework will be released in April 2026
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IMMERSIVE CRISIS EXERCISING FRAMEWORK

Initial Response Containment Assessment Critical Business Return Post-Crisis
Categorization and Response Continuity to Normal Reflection
and escalation Operations

i Communications and Stakeholder Management

Resource Management

J
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By prioritizing Immersive, all-hazarc
exercising across every tier of your
response structure, your organization shift:
from hoping it is ready to having evidence
that it is ready. Ensure your leadership
team is prepared to protect the business,
your customers, and your reputation when

the inevitable occurs.
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