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Secure by Design: The Readiness Roadmap 

Secure y Design in the ge of i

The New Standard 
for UK CNI & Defense

The 10 Secure by 
Design Principles

The Strategic Shift:
From Gatekeepers to Enablers

For decades, cybersecurity in the UK public sector 
and Critical National Infrastructure (CNI) has relied 
on Legacy Accreditation, a point-in-time approval 
process that often acts as a significant bottleneck. 
This traditional model causes lengthy deployment 
delays, often stalling critical technology for months 
while waiting for a manual sign-off. Furthermore, it 
places an unreasonable legal and professional 
liability on individual accreditors rather than the 
organization as a whole.

The UK Government mandates these 10 
principles for all central departments and 
arm’s-length bodies (ALBs) delivering digital 
services or technology infrastructure. The pivot to Secure by Design is no longer ust a 

regulatory ideal, it is a critical enabler allowing capabilities 
to be created and deployed safely and quickly, bypassing 
the time burdens inherent in legacy accreditation models.

Ultimately, embedding Secure by Design from the 
beginning is the most cost-effective and time-ecient 
path forward. The investment made upfront to design 
security into the architecture is minuscule compared to 
the escalating costs and technical debt incurred when 
attempting to retrofit security controls after systems 
have been stood up and deployed.

In the face of Urgent Operational equirements (UOs), 
organizations simply cannot afford deployment delays. 
The current global strategic environment demands the 
rapid creation and deployment of entirely new systems to 
react to fast-evolving situations. 

The UK Secure by Design (SbD) methodology represents a 
fundamental pivot. By integrating security checks 
concurrently with development, SbD eliminates the need 
for slow approvals and ensures that resilience is a feature 
of the build, not a final hurdle to overcome.

The Regulatory Reality:
Compliance is No Longer Optional

Adhering to SbD is no longer a matter of best practice; it is a regulatory mandate. Organizations and 
agencies that ignore this guidance face severe consequences:

Regulatory Penalties: In 
the event of a breach, 
organizations found to be 
ignoring SbD guidance 
face significant fines 
and penalties.

Market Exclusion: Failure 
to adopt SbD can result 
in being excluded from 
critical government 
contracts and frameworks 
like JOSCAR.

The Accountability 
Vacuum: Without SbD, 
organizations continue to 
treat security as a cost 
center task for IT, 
leaving the C-suite 
exposed when a real-world 
breach occurs.
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Secure y esign in the ge of iCreate Responsibility

The New Standard 
for UK CNI & Defense

Establish senior-level accountability for cyber risk.  
Security is a business risk, not just a technical one.

The Strategic Shift:
Source Secure Tech

From Gatekeepers to Enablers

For decades, cybersecurity in the UK public sector 
and Critical National Infrastructure (CNI) has relied 
on Legacy Accreditation, a point-in-time approval 
process that often acts as a significant bottleneck. 
This traditional model causes lengthy deployment 
delays, often stalling critical technology for months 
while waiting for a manual sign-off. Furthermore, it 
places an unreasonable legal and professional 
liability on individual accreditors rather than the 
organization as a whole.

Ensure security is considered during the  
procurement of third-party products and services.

Use continuous threat modelling and risk  
assessments to prioritize impactful interventions.

opt a Riskrien pproach

The pivot to Secure by Design is no longer just a 
regulatory ideal, it is a critical enabler allowing capabilities 
to be created and deployed safely and quickly, bypassing 
the time burdens inherent in legacy accreditation models.

Ultimately, embedding Secure by Design from the 
beginning is the most cost-effective and time-ecient 
path forward. The investment made upfront to design 
security into the architecture is minuscule compared to 
the escalating costs and technical debt incurred when 
attempting to retrofit security controls after systems 
have been stood up and deployed.

In the face of Urgent Operational equirements (UOs), 
organizations simply cannot afford deployment delays. 
The current global strategic environment demands the 
rapid creation and deployment of entirely new systems to 
react to fast-evolving situations. 

esign sable Controls

The UK Secure by Design (SbD) methodology represents a 
fundamental pivot. y integrating security checks 
concurrently with development, SbD eliminates the need 
for slow approvals and ensures that resilience is a feature 
of the build, not a final hurdle to overcome.

The Regulatory Reality:
Compliance is No Longer Optional

Security measures must be intuitive to prevent  
staff from using "workarounds" that increase risk.

Adhering to SbD is no longer a matter of best practice; it is a regulatory mandate. Organizations and 
agencies that ignore this guidance face severe consequences:

Regulatory Penalties: In 
the event of a breach, 
organizations found to be 
ignoring SbD guidance 
face significant fines 
and penalties.

Shift focus from just "prevention" to the  
ability to identify and mitigate active incidents.

uil etectanRespon
Market Exclusion: Failure 
to adopt SbD can result 
in being excluded from 
critical government 
contracts and frameworks 
like JOSCAR.

The Accountability 
Vacuum: Without SbD, 
organizations continue to 
treat security as a cost 
center task for IT, 
leaving the C-suite 
exposed when a real-world 
breach occurs.
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Secure y esign in the ge of iesign Fleible rchitectures

The New Standard 
for UK CNI & Defense

Build systems that can adapt and be  
updated easily as the threat landscape changes.

The Strategic Shift:
inimise ttack Surface

From Gatekeepers to Enablers

For decades, cybersecurity in the UK public sector 
and Critical National Infrastructure (CNI) has relied 
on Legacy Accreditation, a point-in-time approval 
process that often acts as a significant bottleneck. 
This traditional model causes lengthy deployment 
delays, often stalling critical technology for months 
while waiting for a manual sign-off. Furthermore, it 
places an unreasonable legal and professional 
liability on individual accreditors rather than the 
organization as a whole.

Reduce the number of potential entry points  
for attackers by disabling unnecessary features.

Use multiple layers of security so that the  
failure of one control does not lead to a total breach.

efen in epth

The pivot to Secure by Design is no longer ust a 
regulatory ideal, it is a critical enabler allowing capabilities 
to be created and deployed safely and quickly, bypassing 
the time burdens inherent in legacy accreditation models.

Ultimately, embedding Secure by Design from the 
beginning is the most cost-effective and time-ecient 
path forward. The investment made upfront to design 
security into the architecture is minuscule compared to 
the escalating costs and technical debt incurred when 
attempting to retrofit security controls after systems 
have been stood up and deployed.

In the face of Urgent Operational Requirements (UORs), 
organizations simply cannot afford deployment delays. 
The current global strategic environment demands the 
rapid creation and deployment of entirely new systems to 
react to fast-evolving situations. 

Continuous ssurance

The UK Secure by Design (SbD) methodology represents a 
fundamental pivot. By integrating security checks 
concurrently with development, SbD eliminates the need 
for slow approvals and ensures that resilience is a feature 
of the build, not a final hurdle to overcome.

The Regulatory Reality:
Compliance is No Longer Optional

Replace "point-in-time" accreditation with a model  
of ongoing, evidence-based security tracking.

Adhering to SbD is no longer a matter of best practice; it is a regulatory mandate. Organizations and 
agencies that ignore this guidance face severe consequences:

Regulatory Penalties: In 
the event of a breach, 
organizations found to be 
ignoring SbD guidance 
face significant fines 
and penalties.

Embed security into the entire lifecycle, including  
CI/CD pipelines and the retirement of old systems.

ake Changes Securely
Market Exclusion: Failure 
to adopt SbD can result 
in being excluded from 
critical government 
contracts and frameworks 
like JOSCAR.

The Accountability 
Vacuum: Without SbD, 
organizations continue to 
treat security as a cost 
center task for IT, 
leaving the C-suite 
exposed when a real-world 
breach occurs.
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Addressing the 
Critical Gaps
While all ten principles are mandatory, most organizations face systemic 
failure in these three areas. These gaps represent the dierence  
between compliance and true readiness.

PRINCIPLE 1 // The Accountability Vacuum

THE PROBLEM THE RISK THE REFLECTION

Organizations often treat 
security as a cost center task  
for the IT department.

Without executive buy-in, 
security becomes a bottleneck. 
Leaders who don't understand 
cyber risk can't justify the 
investment needed to stay 
ahead of AI-driven threats.

If your C-suite views security 
only as a checkbox for an  
audit, who is actually owning  
the risk when a real-world  
breach occurs?

PRINCIPLE 9 // The Point-in-Time Illusion

THE PROBLEM THE RISK THE REFLECTION

Traditional assurance relies on 
a static certificate that might 
be three years old.

In a landscape of zero-days  
and rapid AI advancement,  
a snapshot from even six  
months ago is obsolete.  
Legacy accreditation creates  
a false sense of security while 
vulnerabilities drift into your 
production environment.

Can you provide evidence right 
now that your teams have the 
skills to handle an incident, or 
are you waiting for the next 
scheduled audit to find out?

PRINCIPLE 10 // The Velocity-Security Paradox

THE PROBLEM THE RISK THE REFLECTION

Secure by Design requires 
embedding security into Agile 
Development. However, many 
teams still treat security as the 
final gate before launch.

Adding security at the end  
leads to expensive redesigns, 
missed deadlines, or—worse— 
launching with known flaws  
in the name of meeting  
a deadline.

Is your secure change process  
a dynamic part of your CI/CD 
pipeline, or is it a manual 
hurdle that your developers  
are incentivized to bypass?
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How to Move from Legacy 
Accreditation to Secure by Design

Feature Legacy 
Accreditation 
(Point-in-Time)

Secure by Design 
(Continuous)

How Immersive Supports 
SbD Principles

CADENCE

AI RISK

FOCUS

CULTURE

REPORTING
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Can you prove you're Secure-by-Design  
compliant? Don't miss our upcoming webinar

Immersive is trusted by the world’s largest organizations and 
governments, including Citi, Pfizer, Humana, HSBC, the UK Ministry 
of Defence, and the UK National Health Service. We are backed by 
Goldman Sachs Asset Management, Ten Eleven Ventures, Menlo 
Ventures, Summit Partners, Insight Partners and Citi Ventures. 
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www.immersivelabs.com
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